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David Halford

VP, Continuity Solutions
Fusion Risk Management

(BCM, ITDR, Crisis Management, Operational Resilience)

More than 25 years experience in the risk and
resilience industry

Drives product vision for continuity management and
Operational Resilience aspects of solutions

Experience in mission critical customer support,
outsourcing, IT enterprise risk management, and risk
and resilience advisory services

“| thrive on interacting with individuals and businesses to
understand how things work and using that information
to solve problems. It's fun to me...and doing it with
people and relationships make the business continuity
profession exciting and rewarding.”
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Objectives

* What does it mean to be resilient?

* Defining Operational Resilience

* Creating a more dynamic continuity
program

* Dynamic Response Console demo

* Taking the next step to interactive
continuity

* Q&A
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What does it mean to be resilient?

The journey to resilience is dynamic and transformative; +
Your North Star is always evolving Build resilience by
maintaining, innovating, and
expanding your data North Star
foundation, technology, and
capabilities

-~ Make data actionable with
purpose-built technology

Enable your ability to
increase efficiency,
effectiveness, and insights

Identify what's important
from a customer-centric lens

Curate and connect internal

and external data ‘

Create an integrated, holistic
view of your organization

Technology

A



The Emerging Standard for Resilient Operations

Define |dentify \ETe
Your North Important Important
Star Services Services

|

Define and prioritize services Set proactive limits Model, test, anticipate, and adapt capability
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Operational Resilience
Emerging approach using common baseline information

4 e .
Identify important
business services

What external services do
you provide customers,
where if disrupted, could
pose a risk to the client,
economy, or firm?

Y

P

oooo¢

Settlement Transactions
Equities Trading
Credit Card Services

N

Y

Map
dependencies

What chain of activities are
involved in delivering
those important business
services?

Set impact
tolerances

~

What is the maximum

tolerable level of

disruption to a service?

£/

@

Site / Locations

Process & Business
Functions

IT Systems

Vendor Services

-

X

/

plausible scenarios

Do you remain within impact
tolerance in the event of
severe but plausible
disruptions (based on
realistic assumptions,
previous incidents, near
misses)?

P/

7 days of total disruption

(i.e., zero capacity)

&

>$100M in direct

financial impact

Test severe but \/

- L/

&

Loss of Facility, Vendor,
IT Systems, People

due to

Extreme Weather,
Civil Unrest, Pandemic,
Cyber Attack

NGl

~N

Analyze findings &
build resilience

Where are your gaps?
What improvements
should you make? How
are you trending over
time?

P/

RN

Expand Alternate Facility
and/or WFH

Establish Alternate
Third Party

Improve Technology
Resilience
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A business service is a product or service provided to, and recognized by, customers
or market participants. It is the outcome expected by a customer, market participant
or end user. It is “what” is delivered.

Industry Examples:
Financial Services Education HealthCare
Credit Card Services Curriculum Development Inpatient Care
Cash/ATM Services Curriculum Delivery Pharmacy Services
Settlement Transactions Regulatory Compliance Patient Admin & Management
Equities Trading Financial Aid Support Hospital Resource Management
Asset Management Clinical Research

Clinical Admin & Management

By adopting a business services view on risk and resilience, organizations focus
time, effort, and resources on what is important to your consumers. This aligns
with the way senior leadership views the organization.
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How can you evolve your continuity program to be more resilient?

Proactively sense

disruptions and
Transition from identify gaps
static plans to

Integrate risk dynamic response
management

Create a more Prepare and respond Make more informed,

holistic view with greater agility data-driven decisions

Establish consistency and Reevaluate and evolve your Leverage situational intelligence to
alignment, share data approach and process by identify potential issues before they
across disciplines, and transforming static plans happen and test your preparedness for
integrate risk into dynamic strategies. certain scenarios to proactively address

components. gaps.
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Start building an integrated view by incorporating risk into
your continuity program

N,
“~,

Integrate risk data

Incorporate risk identification
and risk assessment into your
BIA process and continue to

build a resilience culture.

Assess and analyze risk

Develop and align on risk
assessment methodology
to assess and analyze risk.

Identify risk and

Establish consistency and
control categories

alignment across teams

Define an initial list of risk
and control categories
and sub-categories.

Define roles and responsibilities
as well as a common language,
align on priority, and begin
mapping your organizational
structure.




How can you evolve your continuity program to be more resilient?

Proactively sense

disruptions and
Transition from identify gaps
static plans to

Integrate risk dynamic response
management

Create a more Prepare and respond Make more informed,

holistic view with greater agility data-driven decisions

Establish consistency and Reevaluate and evolve your Leverage situational intelligence to
alignment, share data approach and process by identify potential issues before they
across disciplines, and transforming static plans happen and test your preparedness for
integrate risk into dynamic strategies. certain scenarios to proactively address

components. gaps.
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Embracing a more dynamic approach to planning and response

Traditionally, plans are...

Large and challenging to
manage and mature

Underutilized because they are static

Cannot be tailored to unique
situations or evolve as they do

Disconnected from services

With Fusion...

Dynamically create composite response plans and more easily
manage, update, and mature them

Quickly assemble relevant response plans and actions to execute during an
incident

Adjust in real-time, pivot as the situation evolves, and adapt to
each unique situations

Align strategies to processes and services to specific situations
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Enabling a Dynamic Response

Capabilities

Value

Recovery Strategies

Recovery Teams Related to Assets*

Global recovery/mitigation strategies
within procedure libraries

Mitigations strategies related to
dependencies

Recovery strategies can be automatically
linked to departmental plans

Reduce large planning efforts by identifying
Recovery Strategies during analysis

Enforce strategy governance through libraries

Clearly understand what can be done to
recover process and application dependencies

Dynamic Response Plans

Create responses based on impacted assets

Dynamically identify required response
actions based on business impacts

Review, edit, & enrich composite responses

Create an Incident automatically from
Response Plans

* Dynamic response plans that only include what
is needed to effectively respond to a scenario

* Spend less time sifting through large plans and
focus what needs to be done to respond

* Ability to create composite, dynamic responses
from impacted assets and relevant mitigation
strategies

* Immediate Incident creation to recover in a
timely manner

* Processes currently configured. Can be applied to other Assets through implementation
y g PP g P

Intelligent Incident Manager

Populate Incidents with related data from
Response Plans

Automatically add Recovery Strategies to
an Incident based on related Assets

View Recovery Strategies directly from an
Incident

Activate Recovery Strategies as required

Manage Plan Procedures and Recovery
Strategies in one place

Spend less time on setting up the Incident
and more time on the recovery efforts

One location for managing both Plan
Procedures and Recovery Strategies

§ fusionrm.com
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What does dynamic response look like along the resilience journey?

=

Outcomes

Data

Shift how you gather
data by collecting
strategies at the asset
level

~

Technology

Implement enabling
technology such as, Dynamic
Response Console and
Intelligent Incident Manager

 Streamline planning efforts and

orchestration

* Create plans more efficiently

* Save time on setting up an Incident
and more time on recovery efforts

Capabilities

Create a holistic view and connect the dots between

recovery strategies and teams, assets, dependencies, etc.

Dynamically create composite response plans and easily

review, edit, and enrich them over time

Automatically create an Incident from dynamic response

plans

Focus on what'’s the highest priority and efficiently
manage incidents

:

g



Dynamic Response
Console Demo
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How can you evolve your continuity program to be more resilient?

Proactively sense

disruptions and
Transition from identify gaps
static plans to

Integrate risk dynamic response
management

Create a more Prepare and respond Make more informed,

holistic view with greater agility data-driven decisions

Establish consistency and Reevaluate and evolve your Leverage situational intelligence to
alignment, share data approach and process by identify potential issues before they
across disciplines, and transforming static plans happen and test your preparedness for
integrate risk into dynamic strategies. certain scenarios to proactively address

components. gaps.
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Fusion’s Framework builds resilience over time

Sense.

Analyze.

Adapt.
32 Operational % Resilience-building is a perpetual exercise.
b i Resilience 2 Fusion’s framework gives you a head start.

Continuous analysis and iteration is how we maximize
your investment in operational resilience.
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Sense. Analyze. Adapt.

Risk Intelligence @

Argos Risk
BitSight

FcoVadis Trigger actions to

(] strengthen
resilience

Threat Intelligence @
Nerve Center

OnSolve

AlertMedia Anticipate and

Fusion
Operational @ prepare

Intelligence proactively

Horizon Scanning @

WestLaw
Identify and mitigate
o single points of
failure
Additional Data Feeds @

Splunk
Rapid7
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Well

Beyond
Meeting
Regulatory
Requirements

Running diagnostics
on your environment
to unlock value
throughout your
organization

Prediction of changes in your risk landscape based on key signals in your
operations and operating environment.

Improved sensing of when, where, and why action is really needed.

More informed preparation (what is likely to break, and which responses
are likely to work the best).

More accurate testing leveraging a simulated runtime environment.

Respond with greater agility with real-time generated runbooks based
on the unique aspects of the active situation.

Modeling business change to inform better commercial decision-
making.

A




Scenario Testing

* Identify potentially vulnerable
assets and run a test to
understand how severe but
plausible scenarios impact your
critical services

* Analyze scenario findings and
address gaps/opportunities to
strengthen your resiliency

* Findings by impacted assets
and severity

* Leverage the scenario library to
re-run tests and demonstrate the
effectiveness of program
enhancements over time

EEE Scenario Testing Home Map  Scenario Library “ Incidents “» Reports “  Dashboards “/ *

Welcome to the Fusion Framework System - Scenario Testing Application ScenssioLiorary er

Scenario Library
5+ items, sorted by Scenario Library Name

There are several ways you can create a Scenario Test:

1. From a Scenario Library template Asset Management Critical Service Outage
2. From this Home Page, in the box below

3. Clone an Existing Scenario Test
4. Start from the Map

Scenario Type:  Severe Weather Event
Description:

Created By: Kerry Schoepfle
Created Date: 3/28/2022, 2:41 PM

Create a new Scenario Test using the button below. Cyber Attack

Scenario Type:  Tech Loss or Cyber Attack

Description: This is a Scenario Library template for a ...
Created By: Kerry Schoepfle

Created Date: 9/8/2021, 9:31 PM

Dashboard |

Scenario Testing Earthquake - Southern California
As of Apr 12, 2022, 9:51 AM-Viewing as David Halford Scenario Type: ~ Severe Weather Event
Description:
Created By: Sean McLaughlin
Total Scenario Tests... Scenario Tests by Type Findings By Severity Created Date::  1/26/2022, 11:27.AM

Scenario Type
Record Count Record Count

-0
Scenario Type:  Natural Disaster

Natural Disaster @ e 2 5 3
- Weatheit. | @) -~ Description: Template for the Equities Trading Servic...
vore f’m Created By: Kerry Schoepfle
Pandemic @ High Created Date:  3/28/2022, 1:53 PM
Tech Loss or Cy... @ . Unknown

Civil Unrest @

Equities Trading Critical Service Outage

Gulf Hurricane

Scenario Type:  Severe Weather Event

Description: This is a Scenario Library template for a ...
View Report (Total Scenario Tes... View Report (Total Scenario Tests) View Report (Findings By Severity) Created By: Kerry Schoepfle

Created Date: 9/14/2021, 11:50 AM

High Severity Findings **

642

View Report (High Severity Sce...

High Severity Scenario Findings

Scenario Finding: Scenario Fin... | Source Asset Impacte... = Summary

SCF-0084 Informatica A The duration of the Inci is longer
Payable than the Process RTO for the
Application (High)

SCF-0197

Informatica Accounts  The duration of the Incident is longer
Payable than the Process RTO for the

Application (High)

SCF-0312 Informatica A t: The duration of the Inci is longer
Payable than the Process RTO for the

[T S TR TR

View Report (High Severity Scenario Findings)
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FOR EXAMPLE Given recent climate events, executives want to

understand how prepared the organization is for expected
extreme weather conditions and improve response to the

Quebec City/ < ng\aﬂ - m’zl;w’;’:u °
: impact of those events.
il N - ,@w y ' Consider a Northeast weather event:
45 g g '.W‘ ,‘@vow >
y W w W,,@ s

Which sites and business resources would be impacted and how will it affect

- X : .
s '5'5 v the business when those sites need to be closed?

S ,nd B oumbus M"l{@gﬂ
5 SR i

Jigs0URl & 2 %ﬁgin “igmooton
3’ 4 KENTUCKY Vioinin T
g

Na:
g % g vmmwﬁ,‘%““ﬁ;g@w

How close to meeting business objectives and reaching impact tolerance

T e B are you?
i ’@"*’ & S Where are the gaps and how can we mitigate impact?
LOU&Q ﬂw JBC lle . . . .
8 o' v Are you prepared to coordinate a multi-plan or multi-site event?
'«@,\ g5 . : o .
g Which sites are most critical and need to be recovered first?
B 1 T ettt S MAINE In Fusion, identify what's required in delivering important
oy = / i U 2 business services
borou VERMONT Augusta Y
(3] ) @ N a‘i v Namg):l:a‘r\::;é?esl 255/
e ¢ ® SCENARIO TESTING
ssisosauga i ake George N EW
.'°i“°n Rochester atoga HAMESHIRE . . . . .
jegara ol 2 S ® 57 et Run a scenario on those sites to identify impact on
Buffalo oy NEW YORK “& National Forest ] ) - .
- 2 e services and where to focus mitigation
@ ltaca = S 5 . c
: ) o v vl e Analyze findings, address gaps, uncover opportunity,
T e < . . o o c o[l
® T o, make data-driven decisions, and build resiliency
Alleghen: {155 .
el 2 E‘vg%éfﬂw s Share results and prove preparedness to executives
® o s = Track improvements over time and demonstrate
h 2 Roort A s T effectiveness in program enhancements
& A (T i
@ .7? % - \ L"’"ﬁ??‘" Philadelphia ).
L3 Wilmington
G @

§ fusionrm.com | 20



Fusion delivers continuity that is both agile and interactive

Driving visibility, agility, and engagement across the enterprise

,
y

INTELLIGENT INCIDENT
MANAGEMENT

|dentify the full scope of an Incident and
facilitate a consistent approach to
logging Incidents and recognizing any
potentially impacted assets or known
outages

DYNAMIC RESPONSE
CONSOLE

Leave static plans behind for a data-
driven response tailored to every
situation.

SCENARIO TESTING . .

INTERACTIVE CRISIS
COMMUNICATION

Streamline collaboration with key
stakeholders when it matters most
through interactive crisis
communication.

Know the now status of important
services, model ‘what if’ scenarios,
rehearse, and measure response.
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Q&A
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Thank You

@ https://www.linkedin.com/company/fusion-risk-management

o https://www.facebook.com/FusionRiskManagement

9 @FusionRiskMgmt



